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Linux kernel extensions for networking using eBPF are widely deployed. 
They are statically checked for safety before running in the kernel. 

However, the in-kernel verifier has bugs, opening the kernel up to attack.
Our goal is to design a sound eBPF verifier for Linux.

Context: eBPF and Verification
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New sound multiplication
(faster, more precise than 
kernel’s algorithm)

Intervals, multi-domain 
refinements (CAV’23)

Sound modular 
operators (SAS’24)

Formalization of multi-domain abstractions in kernel
Toolchain (Agni) to extract SMT from eBPF operators
Previously unknown bugs & simpler PoCs for existing

Broader Impacts
Technology transfer: Patches upstreamed to Linux mainline 
kernel (algorithm, verification fixes)
Outreach: Linux Plumbers Conference ‘23,’24,  eBPF 
workshop SIGCOMM ’23, ’24. Actively used as CI by devs
Training: Grads (Hari Vishwanathan, Matan Shachnai) & UGs
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