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Context & Challenge: I User app ] :>[ eBPF 1

* Flexible, CPU-efficient packet U—IQ

processing with eBPF kernel % . ”‘

extensions widely deployed

* Static safety verification before Kernel
loading into the kernel

* In-kernel verifier has bugs:
privilege escalation, DoS

Solution:

* Formalize eBPF verification as - )

abstract interpretation

* New sound & precise bitwise
operations (CG022)

* One-shot verification of
cross-domain operators
(CAV23)

* Modular verification (SAS24)
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Scientific Impact:
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* Novel abstract operators
with proofs of soundness
and precision

* Approaches for one-shot
and modular verification of
systems

* Generating formal models
of kernel software
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Broader Participation:

* Three upstreamed
contributions to mainline
Linux kernel; 2 LPC talks

* Linux eBPF verifier Cl;
actively used by kernel
developers

* Training 2 grad students
and several undergrads
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