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Challenges:
Informal natural language specifications

Complicated federated authentication logic

Wide developer experience spectrum w.r.t security 
knowledge

Operational, albeit unclear memory safety model in 
existing implementations

Significant effort in validating downstream 
implementations upon specs revision 

Scientific Impact
Identified novel threat, failures, and uncertainty of security alerts 
affecting federated authentication infrastructure [IEEE QCE’24, 
IEEE DependSys’20, USENIX Security’24]

Formalized a subset of critical authentication functions, using 
Dafny, in token-based authentication based on SciTokens and 
FABRIC Testbed Credential Manager [Github]

Automated program synthesis of such implementation in Python, 
Java, and Rust [Github]

Security testbed for reproducing authentication-related attacks 
[Secure-HPC Workshop @ Supercomputing’24]

https://arxiv.org/abs/2408.00054
https://ieeexplore.ieee.org/document/9356415
https://www.usenix.org/system/files/usenixsecurity24_slides-yang-limin.pdf
https://github.com/BachHV/Formal-Verification-in-SciTokens
https://github.com/BachHV/Formal-Verification-in-SciTokens
https://sc24.conference-program.com/presentation/?id=ws_shpc104&sess=sess733
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