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Challenge:

Modular verification: multi-
task PLC models, hardware
malfunction and security
attacks

for Programmable Logic Controllers
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Goal 3: Goal 2: Monitoring Scientific Impact:
Translation
Ay . Logic for compositional proofs of
-*g communicating hybrid programs
2 . Refinement proofs to turn

Runtime monitoring: trace
violations, monitor legacy
components

Translation: compile
formal models to PLC code

Solution:

Formalization of PLC
components and
physical/industrial processes

Attack formalization
[(attackd; ctrl ; plant)*]safe

Industrial/community testbeds
Proof-guided monitor synthesis
Code by refinement proofs
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nondeterministic system and
threat models into deterministic
control and detection code

. Verified numerical
approximations and quantifier
elimination
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Broader Impact and
Broader Participation:

. Ensure safety and reliability
of critical infrastructure,
e.g., water treatment plants

. TTP: Tools for engineers to
design resilient industrial
systems

. Education modules (e.g.,

miniSWAT, CPS courses),
and industry collaboration
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